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\D Comarch TNA

Instrukcja konfiguracji urzgdzenia
Comarch TNA Gateway Plus

Szanowni Panstwo,

dziekujemy za wybor ustugi Comarch TNA oraz urzgdzenia Comarch TNA Gateway
Plus. Mamy nadzieje, ze korzystanie z oferowanego przez nas rozwigzania sprosta
Panstwa oczekiwaniom.

Aby zapewnié¢ poprawne dziatanie urzgdzenia oraz bezpieczenstwo, niezbedne jest
skonfigurowanie urzadzenia z przedstawiong instrukcja.

Uwagal

Do prawidtowego dziatania urzgdzenia niezbedne jest podigczenie do sieci
Internet.

Przed przystgpienie do konfiguracji upewnij sie, ze w miejscu instalacji urzadzenia
istnieje mozliwo$¢ podtgczenia urzgdzenia do Internetu przez kabel Ethernet lub sie¢
Wifi.

Comarch TNA Gateway Plus

Rejestracja czasu pracy przy pomocy kart zblizeniowych RFID oraz aplikacji

mobilnej Comarch TNA
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Logowanie do webowego panelu
administracyjnego urzgdzenia Comarch TNA
Gateway Plus

Comarch TNA Gateway Plus domysinie pracuje jako serwer DHCP. Oznacza to, ze
przydziela dynamiczne adresy IP klientom DHCP w ramach sieci lokalnej.

1.

W celu skonfigurowania urzgdzenia, w pierwszej kolejnosci nalezy podtaczy¢
urzadzenie Comarch TNA Gateway Plus do komputera, uzywajac kabla
sieciowego Ethernet dotagczonego do opakowania.

Po podtgczeniu, urzgdzenie przypisze konfiguracje siecii adres IP dla komputera.
W tym momencie nalezy sie upewni¢, ze komputer jest klientem serwera DHCP
— automatyczne ustawienie adresu IP.

Ustawienia potgczenia sieciowego w systemach Windows mozna sprawdzi¢ w
Panelu Sterowania w sekcji Panel sterowania\Sie¢ i Internet\Centrum sieci i
udostepniania. Nastepnie, jak wskazano na Rysunku 1, nalezy otworzyc
ustawienia sieci Ethernet klikajgc na sekcje ,Ethernet”.

B Centrum sieci i udostepniania = (=
:(-;l ~ 4 X% » Panelsterowania » Siecilnternet » Centrum sieci i udostepniania v & Szukaj w Panelu sterowania o

Strona gléwns Panelu Wyswietl podstawowe informacje o sieci i skonfiguruj potaczenia

sterowania Wyswietl aktywne sieci

Zmien ustawienia karty
sieciowej cdn.com.pl Typ dostepu: Internet

. Sie¢ z domena Potaczenia: ,-; Ethernet
Zmien zaawansowane

ustawienia udostepniania
Zmien ustawienia sieci
‘ﬁ;. Skenfiguruj nowe potaczenie lub nowa sied
-

Skonfiguruj potaczenie szerckopasmowe, telefoniczne lub VPN albo skenfiguruj router lub punkt
dostepu.

]!

Rozwiaz problemy

Zdiagnozuj i rozwiaz problemy z siecig lub uzyskaj informacje na temat rozwiazywania probleméw.,

Zobacz tez

Grupa domowa

Intel® PROSet/Wireless
Opcje internetowe

Zapora systemu Windows

Rysunek 1 Ekran widoku zaktadki Centrum sieci i udostepniania

Przechodzg do zaktadki ,Szczegdty” nalezy zweryfikowaé, czy parametr DHCP
wigczone ustawione jest na ,Tak” (Rysunek 2).
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Ogdine Srczegoly polgczenia sieciowego:
Polaczenie Wiasciwosd Wartosé
Polgczenia IPv4: Internet Sufiks DNS konkretneg...  krakow .comarch
Polgczenia IPvé: EBrak dostepu do sied Opis Intel(R) Ethemet Connection (5) 1215V
Stan nosnika: Wihaczone Adres fizyczny 8C-16-45-37-84C4
Czas trwania: 01:53:43 S:CPI\;ITZD“& :Ir;k'l 3317136
res IPv 13217,
Szybkosc: 100,0 Mb,
ZyRKost s Maska podsieci IPv4 255 255 755 192
Szczegdty... Drzierzawa uzyskana poniedzialek, 1 kwietnia 2019 08:10:42
Dzierzawa wygasa poniedzialek, 1 kwietnia 2019 12:11:40
Brama domyzina |Pwvd 10.132.17.129
Ak .. Serwer DHCP 1Pvd 10.132.0.200
Fyanasc Serwery DNS IPv4 10.132.0.200
- 10.132.0.190
Wystana .Q Odebrano Serwer WINS IPv4 10.132.0.153
Systern NetBIOS przez T... Tak
Bajty: 164623078 734 366 989 Adres IPv6 polaczenial... fe80:2db9:4972:897455d% 14
Brama domyzina IPv6
5 DS IPvé
Gwlas'ciwos'd GWyha’ Diagnozuj Erwer v
Zamhnij
Zamknij

Rysunek 2 Ekran Stan: Ethernet oraz Szczegdty potqczenia sieciowego

Jedli parametr DHCP nie jest wigczony, nalezy we wtasciwosciach potgczenia
otworzy¢é wiasciwosci pozycji ,Protokét internetowy w wersji 4 (TCP/IPv4)” i w
ustawieniach ogolnych wybraé opcje ,Uzyskaj adres IP automatycznie” (Rysunek 3).

) Wiasciwosci: Ethernet

Sie¢ | Udostepnianic Wiasciwosci: Protokot internetowy w wersji 4 (TCP/IPv... -

i Ogdl .
Polgcz, uzywajac goine | Konfiguragja alternatywna

l.-'ll‘ Intel{R) Ethemet Connection (3) 1218V Przy odpowiedniej konfiguradii sied mozesz automatycznie uzyskad

niezbedne ustawienia protokotu IP. W przeciwnym wypadku musisz
uzyskat ustawienia protokohu IP od administratora sieci.

To polaczenie wykorzystuje nastepujgce skiadniki:
.@. Hamonogram pakietdw QoS ~
[ -+ Protokét multipleksera karty sieciowej fimy Microsoft
. Sterownik protokotu LLDP fimy Microsoft
i Sterownik We/ Wy mapowania z odnajdywaniem topolc
-&. Responder odnajdywania topologii warstwy linku
. Protokdl intemetowy w wersii 6 (TCP/IPvE)

B Protoledt intemetowy w wersji 4 (TCP/1Pv4) W

< >

(@) Uzyskaj adres IP automatycznie

() Uzyj nastepujscega adresu IP:

-i'- Uzyskaj adres serwera DNS automatycznie

() U2y nastepuiacych adresdw serwerdw DNS:

Zainstaluj Odinstalu Whasciwosci

Opis
Protoké} kontroli transmisji/Protoké! intemetowy (TCP/IP).

Domyslny protokél dia sieci rozleghych, umoliwigjgcy
komunikacje potaczonych sieci réznych typow.

Sprawdz przy zakoriczeniu poprawnose

ustawien Zaawansowane. ..

QK Anulyj

Rysunek 3 Widok ustawieni automatycznego adresu IP

2. Nastepnie nalezy zalogowaé sie do webowego panelu administracyjnego
urzadzenia Comarch TNA Gateway Plus.
Najszybszym  sposobem  zalogowania sie do webowego panelu
administracyjnego urzgdzenia Comarch TNA Gateway Plus jest otwarcie
przegladarki internetowej na komputerze i wpisanie w pasku adresu:
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http://192.168.1.140/
gdzie 192.168.1.140 to adres fabrycznie przypisany do urzgdzenia Comarch TNA
Gateway Plus.

Aby zalogowac sie do webowego panelu administracyjnego urzagdzenia Comarch TNA
Gateway Plus nalezy uzy¢ domys$inej nazwy uzytkownika i hasta przedstawionego w
Tabeli 1, wpisujgc je na ekranie logowania.

Tabela 1. Domysine parametry logowania do urzgdzenia.

Uzytkownik Hasto

Hasto znajduje sie na etykiecie na spodzie

root . »
urzadzenia w polu ,Password

COMARCH

Technolomes cOMarch TNA Gateway Plus

Authorization Required

Please enter your username and password.
Username root

Password ||

@ Login | @ Reset

Rysunek 4. Ekran logowania do webowego panelu administracyjnego urzgdzenia Comarch TNA Gateway Plus.

Po poprawnym zalogowaniu, uzytkownikowi ukaze sie panel administracyjny
urzgdzenia Comarch TNA Gateway Plus.

Ekran ‘Status Overwiew’ (Rysunek 5) wyswietla wszystkie informacje o systemie i
stanie biezgcym urzadzenia, takie jak: nazwa, model, numer wersji oprogramowania,
czas pracy od witgczenia, stan pamieci i stan podtgczenia do sieci.

Na niektérych przeglagdarkach, podczas logowania do webowego panelu
administracyjnego urzgdzenia Comarch TNA Gateway Plus po raz pierwszy, hasto i
login nalezy wprowadzi¢ dwukrotnie. Raz w oknie wystawionym przez przegladarke i
ponownie w panelu administracyjnym.
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?9;,":‘““"! Comarch TNA Gateway Plus s System~  Metwork~  Logout (UNSAVEDEHANGESTS) AUTO REFRESH ON
Status
System
Hostname CIH001-00000456
Model Comarch loT Hub CIH001
Firmware Version OpenWrt Designated Driver rd9377 / LuCl c46963613f7f1312dac62e507346777babfd8atb branch
(git-16.147 57672-c469636)
Kemel Version 4123
Local Time Tue Jan 15 10:52:10 2019
Uptime 6h 20m 45s
Load Average 3.96, 3.89, 3.53
Memary
Total Available 10472 kB /60680 kB (17%)
Free 3464 kB /60680 kB (5%)
Bufferad 7008 kB /80680 kB (11%)
Network
IPvd WAN Status & Type: dhcp

br- Address: 192.168.1.100

lan Netmask: 255.255.255.0
Gateway: 192.168.1.1
DNS1:192.168.1.1
Expires: 1h 39m 50s
Connected: &h 20m 10s

IPv6 WAMN Status 0
5 Not connected

Rysunek 5. Ekran webowego panelu administracyjnego urzgdzenia Comarch TNA Gateway Plus.

. Wybor sposobu potgczenia z siecia Internet

Urzadzenie Comarch TNA Gateway Plus moze by¢ potgczone z Internetem zaréwno
za pomocg kabla sieciowego Ethernet jak i przez potgczenie z lokalng siecig wifi. W
zaleznos$ci od wyboru potgczenia, konfiguracja urzgdzenia przebiega inaczej.
Ponizej przedstawione elementy i kolejne kroki konfiguracji dla kazdej z opcji.

POLACZENIE ZA POMOCA KABLA SIECIOWEGO
ETHERNET

1. Po otwarciu zaktadki ‘Network’, nastepnie ‘Interfaces’, zostaje otwarty ekran
podsumowania interfejsow sieciowych urzgdzenia Comarch TNA Gateway Plus,
tak jak pokazano na Rysunku 6.

2. W kolumnie ‘Status’ przedstawiony jest stan danego interfejsu sieciowego, adres
MAC karty sieciowej udostepniajgcej ten interfejs, przydzielony adres IP, a takze
statystyka ruchu przechodzgcego przez interfejs sieciowy.
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3. Kazdy z dostepnych interfejsow ma dostepne akcje:
Connect — aktywowanie danego interfejsu sieciowego,
Stop — zatrzymanie danego interfejsu sieciowego,
Edit — edycja wiasciwosci interfejsu,
Delete — usuniecie interfejsu. Mozliwe jest takze dodanie nowego interfejsu.

ff"'ffRSH Comarch TNA Gateway Plus  Status~  System~  Nelwork = Logout
WAWAN WIWANAP WAN LAN WANGB
Interfaces

Interface Overview

Network Status Actions

WANG & Connect @ Stop £  Edit #] Delete

Collecting dafa..

— 2 Connect @ Stop £ Edit =] Delete
. Collecting dafa..

2

e & Connect @ Stop £ Edit #] Delete
Le Collecting data.

%

Ll & Connect @ Stop £ Edit =] Delete
Le Collecting dafa..

2

UL & Connect @ Stop £ Edit ®] Delete

Collecting dafa..
?

] Add new interface...

Global network options

IPv6 ULA-Prefix | fdb7:2325:ee1c::/48

Save & Apply Save

Rysunek 6. Ekran interfejséw sieciowych urzadzenia Comarch TNA Gateway Plus.

4. Domyslnie urzgdzenie Comarch TNA Gateway Plus pracuje jako serwer DHCP.
Zeby unikngé konfliktéw w innej sieci konieczne jest wytgczenie serwera. Aby
wytgczyé DHCP dla danego interfejsu sieciowego, nalezy wejS¢ w ustawienia
interfejsu poprzez zaktadke pod menu albo przycisk Edit na liscie interfejséw.
Pojawi sie ekran edyciji interfejsu (Rysunek 7).
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COMARCH ¢, march TNA Gateway Plus RN, 470 REFRESH ON

WWAN WWANAP WAN LAN WANE

Interfaces - LAN

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces” field and enter the names of

Common Configuration

General Setup Advanced Settings Physical Settings Firewall Settings

Status & Uptime: 6h 35m 475
be-lan MAC-Address: C4:93:00:0D:D1:95
RX:510.71MB (1217253 Pkis.)
TX:180.16 MB (1368980 Pkis.)
IPv4: 192.168.1.100/24
IPvé: fdb7:2325:ee1c:1/60

Protocol Static address ~
IPv4 address
IPvd netmask w
IPv4 gateway
IPv4 broadcast
Use custom DNS servers Wl

IPv assignment length disabled ~

@ Assign a part of given length of every public IPvE-prefix to this interface

IPvG address

Rysunek 7 Ustawienia manualne interfejsu sieci LAN.

5. Nastepnie w sekcji ‘Common Configuration’, w zaktadce ‘General Setup’, nalezy
zmieni¢ ‘Protocol’ z ‘Static address’ na ‘DHCP client’ i potwierdzi¢ zmiane
wybierajgc przycisk ‘Switch protocol’.



Comarch TNA Gateway Plus  status-  sSystem - Network=  Logout

VWWAN WWANAP WAN LAN WANG

Interfaces - LAN

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces™ field and enter the names of

Common Configuration
General Setup Advanced Settings Physical Seftings Firewall Settings
Status s Uptime: 6h 33m 565
be-lan MAC-Address: C4:93:00:00:D1:95
RX: 508.38 MB (1211314 Pkis.)
TA 17925 MB (1362374 Prts.)

IPvd: 192.168.1.100/24
IPvE: fdb7:2325:ee1c:1/60

Frotocol DHCP client ~

Hostname to send when
reguesting DHCP

] Back to Overview Save & Apply

Rysunek 8 Ekran konfiguracji interfejsu LAN.

6. Aby zapisaé wprowadzone zmiany nalezy wcisng¢ przycisk ‘Save & Apply’ i
poczekac, az na ekranie pojawi sie komunikat o ich zaakceptowaniu. Wcisniecie
przycisku ‘Reset’ wypetnia pola wartosciami aktualnie zapisanymi w pamieci
urzadzenia.

Przed wytgczeniem trybu pracy urzadzenia Comarch TNA Gateway Plus
jako serwera DHCP, nalezy upewnicC sie, ze konfiguracja interfejsu sieciowego w
zaktadce ‘Network/General’ jest poprawna!

Wyltgczeniu trybu pracy urzgdzenia Comarch TNA Gateway Plus jako
serwera DHCP powoduje przypisanie nowego adresu IP urzgdzeniu Comarch TNA
Gateway Plus. Ponowne logowanie do webowego panelu administracyjnego
urzgdzenia Comarch TNA Gateway Plus ulegnie zmianie w stosunku do pierwszego
logowania (patrz IV. Ponowne logowanie).
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POLACZENIE ZA POMOCA SIECI WIFI

1. Po zalogowaniu do panelu administracyjnego nalezy przejs¢ do menu ‘Network -~
Wifi’, a nastepnie wybrac¢ przycisk ‘Scan’.
Po chwili zostanie otwarta nowa strona z listg sieci WiFi, ktore sg widoczne dla
Comarch TNA Gateway Plus. Na wybranej sieci nalezy wybra¢ przycisk ‘Join
Network’. Na kolejnej stronie nalezy wpisac: hasto sieci (pole ‘WPA passphrase’) -
jezeli dotyczy; nazwe sieci (pole ‘Name of the new network’) — nalezy wprowadzi¢
wartos¢ ‘wwan’; oraz przypisanie do strefy zapory sieciowej (sekcja ‘Create /
Assign fiewall-zone’) — wybra¢ wartos¢ ‘wwan’ (Rysunek 9).

COMA RC: CIHO001-0001 Status System Network Logout

Technol
Join Network: Settings

Replace wireless configuration @ An additional network will be created if you leave this unchecked

WPA passphrase | ssssssss £

@ Specify the secret encryption key here.

MName of the new network wwan

@ The allowed characters are: 2-Z. a-z. 0-9 and _

Create / Assign firewall-zone 5
lan: lan: g*

wan: | wan: [T
® |wwan:  wwan: &
Wwanaps vwanap:

unspecified -or- create.

@ Choose the firewall zone you want to assign to this interface. Select unspecified to remave the interface from the associated
zone or fill out the create field to define a new zone and attach the interface to it

Back to scan results

Rysunek 9 Wprowadzanie hasta WiFi

2. Nastepnie nalezy wybraé przycisk ‘Submit’. Spowoduje to prébe potaczenia z siecig
WiFi i przejscie na strone ze statusem potgczenia. Po potgczeniu urzgdzenia z
siecig, biezgce wykorzystanie tgcza oraz podsumowanie dostepne jest w sekciji
‘Device Configuration’, w zaktadce ‘General Setup’, w polu ‘Status’ (patrz Rysunek
10). W przypadku wystgpienia probleméw z potagczeniem z siecig WiFi, istnieje
mozliwos¢ zmian konfiguracji. Opcje dotyczgce hasta znajdujg sie w sekcji
‘Interface Configuration’, w zaktadce Wireless security’. Pole ‘Key’ umozliwia
zmiane hasta. W celu zapisania dokonanych zmian nalezy wybrac¢ przycisk ‘Save
& Apply’.

10
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COMARCH CIH001-0001 Status System Netwark Logout

Technologies

radiol: Client "sltest-sb’

Wireless Network: Client "sl-test-sb™ (radio0.network1)

The Device Configurafion section covers physical settings of the radio hardware such as channel, transmit power or antenna selection which are shared among all
defined wireless networks (if the radio hardware is multi-SSID capable). Per network settings like encryption or operation mode are grouped in the Inferface
Configuration

Device Configuration

General Setup Advanced Settings

Status @ SSID: sltest-sb | Mode: Client
0% Wireless is disabled or not associated
Wireless network is enabled # Disable

Mode Channel Width

v || 2 (2417 MHz) |v| 20 MHz v

Operating frequency ||

Transmit Power 21 dBm (125 mWV) v
B dBm

Interface Configuration

General Setup Wireless Security Advanced Settings
Encryption WPA2-PSK v
Cipher | auto v

Key |eessssss

]

|#] Back to Qverview Save & Apply

Rysunek 10 Konfiguracja ustawien sieci WiFi

Potgczenie WiFi jest wykorzystywane do transmisji automatycznie, jezeli Comarch
TNA Gateway Plus nie jest podtgczony do sieci LAN. Dlatego aby korzysta¢ z WiFi,
nalezy roztgczy¢ sie z siecig LAN.

Do potaczenia z siecig WiFi niezbedne jest, aby sie€ spetniata nastepujgce
wymagania:
e Standardy: IEEE 802.11 b/g/n
e Czestotliwosc: 2.4 GHz
e Security: WEP, WPA/WPA2, WPA-PSK/WPA2-PSK

11
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Ill.  Wylogowanie

Aby wylogowac sie z webowego panelu administracyjnego urzgdzenia Comarch TNA
Gateway Plus, nalezy wybra¢ opcje ‘Logout’ z menu (Rysunek 11).

COMARCH

Technologies

Comarch TNA Gateway Plus Status + System~ Network v  Logout

Rysunek 11 Wylogowanie z webowego panelu administracyjnego

V. Ponowne logowanie

W przypadku potgczenia urzgdzenia Comarch TNA Gateway Plus z siecig WIFI kazde
kolejne logowanie do webowego panelu administracyjnego urzgdzenia Comarch TNA
Gateway Plus odbywa sie analogicznie do pierwszego (patrz |. Logowanie do
webowego panelu administracyjnego urzgdzenia Comarch TNA Gateway Plus).
Adres automatycznie przypisany do urzgdzenia Comarch TNA Gateway Plus
(http://192.168.1.140/) jest nadal obowigzujacy.

W przypadku potgczenia urzgdzenia Comarch TNA Gateway Plus z Internetem przy
pomocy kabla sieciowego Ethernet, format adresu do logowania ulega zmianie.

W zaleznosci od konfiguracji urzgdzenia, uzywanego do tgczenia sie z panelem,
przyktadowy format adresu moze by¢ nastepujacy:

http://IP_ADDRESS:80/

gdzie IP_ADDRESS to adres domysiny urzgdzenia Comarch TNA Gateway Plus.
Nowy adres IP urzgdzenia mozna sprawdzi¢ po adresie MAC logujgc sie do panelu

administracyjnego routera z ktérego uzyskat adres IP. W przypadku braku routera, w
celu sprawdzenia adresu IP, nalezy skontaktowac sie z dostawcg intranetu.

12
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Comarch TNA Gateway Plus Configuration
Manual

Dear Users,

thank you for choosing the Comarch TNA service and the Comarch TNA Gateway
Plus device. We hope our device will meet your expectations.

In order to make sure that the device will function properly and safely, it is first
necessary to configure it on the basis of this manual.

Note!

Internet connection is necessary for the proper functioning of the device.

Before starting configuration, make sure that it is possible to connect the device to the
Internet with an Ethernet cable or WiFi network at the spot of installation.

13
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Logging in to Comarch TNA Gateway Plus web
administration panel

By default, Comarch TNA Gateway Plus functions as a DHCP server. It means that it
assigns dynamic IP addresses to DHCP clients within a local network.

1.

In order to configure the device, it is first necessary to connect the Comarch TNA
Gateway Plus device to a computer using the Ethernet cable provided with the
package.

Once it is connected, the device will assign network configuration and an IP
address to the computer. At this moment, it is necessary to ensure that the
computer is a DHCP server client - automatic IP address setting.

In Windows systems, network connection settings may be checked in Control
Panel, in the section Control Panel\Network and Internet\Network and Sharing
Centre. Next, as shown in Figure 1, it is necessary to open Ethernet network
settings by selecting the section “Ethernet”.

¥ Metwork and Sharing Center - O *

A4~ & » Control Panel » All Control Panel ltems » Metwork and Sharing Center v O Search Control Panel el
View your basic network information and set up connections
Control Panel Home

View your active networks
Change adapter settings

Change advanced sharing cdn.com.pl Access type: Internet
settings Domain network Connections: [ Ethernet

Change your networking settings
Seealso 'ﬁ'h. Set up a new connection er network
HomeGroup 5et up a broadband, dial-up, or VPN connection; or set up a router or access point.
Infrared
Intel ® PROSet/Wireless
Internet Options

[== Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting information,

Windows Defender Firewall

Figure 12 Network and Sharing Centre tab view

After proceeding to the tab “Details”, it is necessary to verify whether the DHCP
parameter is set to “Yes” (Figure 2).

14



il
w
General
Connection
IPv4 Connectivity: Internet
IPvE Connectivity: Mo network access
Media State: Enabled
Duration: 00:05:51
Speed: 100.0 Mbps
Details...
Activity
Sent L“g . Received
W
Bytes: 3,933,643 118,798,908
E; Properties GDisable Diagnose
Close

D Comarch TNA

Metwork Connection Details .

MNetwork Connection Details:

Property Value
Connectionspecific DN...  krakow .comarch
Description Intel(R) Ethemet Connection (5) [215-V
Physical Address 8C-16-45-57-34C4
DHCP Enabled Yes
|Pwd Address 10.132.17.136
|Pwd Subnet Mask 255.255.255.192
Lease Obtained Thursday, May 23, 2015 11:10:14 AM
Lease Expires Thursday, May 23, 2019 3:10:06 PM
|Pvd Default Gateway 10.132.17.129
|Pwd DHCP Server 10.132.0.200
|Pwd DNS Servers 10.132.0.200
10.132.0.150
IPwd WINS Server 10.132.0.153

MNetBIOS over Tepip En...  Yes

Link4ocal IPvE Address fe80::2db%:4572:8574f5d %15
|Pv6 Default Gateway

IPvE DNS Server

Close

Figure 13 Ethernet Status and Network Connection Details windows

If the DHCP parameter is not enabled, it is necessary to open connection properties,
proceed to the details of the item “Internet Protocol Version 4 (TCP/IPv4)” and select
the option “Obtain an IP address automatically” on the “General” tab (Figure 3).

1]
w

Networking  Sharing

Connect using:

I? Intel(R) Ethemet Connection (5) 1215V

This connection uses the following tems:

?Klient sieci Microsoft Networks -

5" Udostepnianie plikdw i drukarek w sieciach fimy Micro:

13 Shrew Soft Lightweight Fiter

"IE Hamonogram pakietdw Qo5

A Protokal intemetowy w wersji 4 (TCP/IPv4)

. Protokal muttipleksera karty sieciowej fimy Microsoft

4. Sterownik protokotu LLDP fimy Microscft W
>

A RORE

Install... Uninstall Propeties
Description

Transmission Control Protocol/Intemet Protocol. Domysiny
protokdt dia sieci rozleghych umozliwiajgey komunikacje
potgczonych sieci razrych typdw.

oK Cancel

Protokat internetowy w wersji 4 (TCP/IPvd) Properties X

General  Alternate Configuration

‘fou can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(@) Obtain an IP address automatically

(O) Use the following IP address:

(®) Obtain DNS server address automatically
(O Use the following DNS server addresses:

]
]
[ ]

]
]

Validate settings upon exit Advanced. ..

Cancel

Figure 14 Setting an automatic IP address

2. Next, itis necessarytolog in to the web administration panel of the Comarch

TNA Gateway Plus device.

The fastest way to log in to Comarch TNA Gateway Plus web administration panel
is to open a web browser on a computer and enter the address on the bar:

http://192.168.1.140/
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where 192.168.1.140 is a default address assigned to the Comarch TNA Gateway Plus
device.

In order to log in to Comarch TNA Gateway Plus web administration panel, it is

necessary to use a default username and password presented in Table 1, typing them
in on the login screen.

Table 1. Default login parameters.

Username Password

A valid password may be found on the
label placed on the device’s underside.

root

H Comarch TNA Gateway Plus

Authorization Required

Please enter your username and password.
Username root

Password ||

@ Login | @ Reset

Figure 15 Logging in to Comarch TNA Gateway Plus web administration panel.

Once the user is logged in, Comarch TNA Gateway Plus administration panel will be
displayed.

The screen ‘Status Overview’ (Figure 5) displays all information on the system and the
current status of the device, such as: hostname, model, firmware version, uptime,
memory status, and network details.

Some browsers require entering the username and password twice upon logging in to
Comarch TNA Gateway Plus web administration panel for the first time: first in a
window opened in the browser, second in the administration panel.

16
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COMARCH

S * Comarch TNA Gateway Plus  Status - System - Network (UNSAVEDCHANGESSS) AUTO REFRESH ON
Status
System
Hostname CIH001-00000456
Model Comarch loT Hub CIH001
Firmware Version OpenWrt Designated Driver rd9377 / LuCl c46963613f7f1312dac62e507346777babfd8atb branch
(git-16.147 57672-c469636)
Kemel Version 4123
Local Time Tue Jan 15 10:52:10 2019
Uptime 6h 20m 45s
Load Average 3.96, 3.89, 3.53
Memary
Total Available 10472 kB /60680 kB (17%)
Free 3464 kB /60680 kB (5%)
Bufferad 7008 kB /80680 kB (11%)
Network
IPvd WAN Status £~ Type: dhcp

br- Address: 192.168.1.100

lan Netmask: 255.255.255.0
Gateway: 192.168.1.1
DNS1:192.168.1.1
Expires: 1h 39m 50s
Connected: &h 20m 10s

IPv6 WAMN Status

5 Not connected

Figure 16 Logging in to Comarch TNA Gateway Plus web administration panel.

ll. Selecting an Internet connection method

The Comarch TNA Gateway Plus device may be connected to the Internet both with
the use of an Ethernet cable and through a local WiFi network. Depending on the
connection method, the configuration of the device proceeds in a different way.

The elements and subsequent steps of configuration for each option are presented
below.

CONNECTION WITH THE USE OF AN ETHERNET
CABLE

1. Selecting the tab ‘Network’ and ‘Interfaces’ opens a screen containing the summary
of Comarch TNA Gateway Plus network interfaces, as presented in Figure 6.

2. The ‘Status’ column presents the status of a given network interface, the MAC

address of a network interface controller sharing that interface, assigned IP
address, as well as statistical data related to the interface.

17
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3. The following actions may be performed for the following interfaces:
Connect - it activates a given network interface,
Stop - it stops a given network interface,
Edit - it edits interface properties,
Delete - it deletes an interface. It is also possible to add a new interface.

COMARCH

o, Comarch TNA Gateway Plus  Status~  System~  Nelwork = Logout
echnologies

WWWAN WAWANAP WAN LAN WANG

Interfaces

Interface Overview

Network Status Actions

WANG & Connect @ Stop £  Edit #] Delete

Collecting dafa..

)]

Connect @ Stop £ Edit =] Delete
Collecting dafa..

Connect @ Stop £ Edit #] Delete

=
2]

Collecting data.

VWWWAN

]

Connect @ Stop £ Edit =] Delete
Collecting dafa..

Connect @ Stop £ Edit ®] Delete

h)]

WWANAP

Collecting dafa..
?

] Add new interface...

Global network options

IPv6 ULA-Prefix | fdb7:2325:ee1c::/48

Save & Apply Save

Figure 17 Network interfaces of the Comarch TNA Gateway Plus device.

4. By default, Comarch TNA Gateway Plus functions as a DHCP server. In order to
prevent conflicts within another network, it is necessary to shut the server down. In
order to shut DHCP down for a given network interface, it is necessary to open
interface settings by selecting a relevant tab underneath the menu or the Edit button
on the interface list. The interface editing screen will be displayed (Figure 7).

18
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[

?MARCH Comarch TNA Gateway Plus u RN, 470 REFRESH ON

WWAN WWANAP WAN LAN WANE

Interfaces - LAN

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces” field and enter the names of

Common Configuration

General Setup Advanced Settings Physical Settings Firewall Settings

Status & Uptime: 6h 35m 475
be-lan MAC-Address: C4:93:00:0D:D1:95
RX:510.71MB (1217253 Pkis.)
TX:180.16 MB (1368980 Pkis.)
IPv4: 192.168.1.100/24
IPvé: fdb7:2325:ee1c:1/60

Protocol Static address ~
IPv4 address
IPvd netmask w
IPv4 gateway
IPv4 broadcast
Use custom DNS servers Wl

IPv assignment length disabled ~

@ Assign a part of given length of every public IPvE-prefix to this interface

IPvG address

Figure 18 Manual settings of LAN network interface

Next, in the section ‘Common Configuration’ on the ‘General Setup’ tab, it is
necessary to change ‘Protocol” from ‘Static address’ to ‘DHCP client’ and confirm
the modification by selecting the button ‘Switch protocol”.

19
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Comarch TNA Gateway Plus  status-  sSystem - Network=  Logout

Technologies
WWWWAN WWANAP WAN LAN WANG

Interfaces - LAN

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces™ field and enter the names of

Common Configuration
General Setup Advanced Settings Physical Seftings Firewall Settings
Status s Uptime: 6h 33m 565
be-lan MAC-Address: C4:93:00:00:D1:95
RX: 508.38 MB (1211314 Pkis.)
TA 17925 MB (1362374 Prts.)

IPvd: 192.168.1.100/24
IPvE: fdb7:2325:ee1c:1/60

Frotocol DHCP client ~

Hostname to send when
reguesting DHCP

] Back to Overview Save & Apply

Figure 19 LAN interface configuration screen

6. To save changes made, it is necessary to select the button ‘Save & Apply’ and wait
until a confirmation message is displayed on the screen. Selecting the button
‘Reset’ fills the fields in with values currently saved in the device’s memory.

Prior to turning off Comarch TNA Gateway Plus work mode as a DHCP
server, it is necessary to make sure that the network interface configuration on the tab
‘Network/General’ is correct!

Once Comarch TNA Gateway Plus work mode as a DHCP server is
turned off, a new IP address is assigned to the Comarch TNA Gateway Plus device.
The process of logging in to Comarch TNA Gateway Plus web administration panel
again will be different as compared to the first logon (see IV. Logging in again).

CONNECTION WITH THE USE OF A WIFI NETWORK

1. After logging in to the administration panel, it is necessary to open the menu
‘Network—-~Wifi’ and select the button ‘Scan’.
After a while, a new page will be opened, presenting the list of WiFi connections
available for Comarch TNA Gateway Plus. Now it is possible to select one of the
networks by selecting the button ‘Join Network’. On the next site, it is necessary to
enter: network password (‘WPA passphrase’) - if applicable; network name (‘Name

20
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of the new network’) - it is necessary to enter the value ‘wwan; and assign a firewall
zone (‘Create / Assign firewall-zone’) - it is necessary to select the value ‘wwan’
(Figure 9).

COMARCH CIH001-0001 Status System Network Logout

Technologjes

Join Network: Settings
Replace wireless configuration @ An additional network will be created if you leave this unchecked.

WPA passphrase ssssssse =

@ Specify the secret encryption key here.

Name of the new network wwan

@ The allowed characters are: 2-Z, a-z, 0-9 and _

Create / Assign firewall-zone =
lan: lan: g*

wan:s wan: T
@ wwan: | wwan: &
Wanaps wwanap: #

h'FTSIDEC-'ﬁ'EC" -or- create

(@ Choose the firewall zone you want to assign to this interface. Select unspecified to remaove the interface from the associated
zone or fill out the create field to define a new zone and attach the interface to it.

Back to scan results

Figure 20 Entering a WiFi password

2. Next, it is necessary to click the button ‘Submit’. It will attempt to connect with a
WiFi network and proceed to the connection status site. Once the connection is
established, the details of current bandwidth usage and a summary are available
in the section ‘Device Configuration’ on the tab ‘General Setup’ in the field ‘Status’
(see Figure 10). In case of any problems with the WiFi network connection, it is
possible to change the configuration. Options related to the password are located
in the section ‘Interface Configuration’ on the tab ‘Wireless Security’. The ‘Key’ field
enables password change. In order to save introduced changes, it is necessary to
select the button ‘Save & Apply’.
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COMARCH CIH001-0001 Status System Netwark Logout

Technologies
radiol: Client "sltest-sb’

Wireless Network: Client "sl-test-sb™ (radio0.network1)

The Device Configurafion section covers physical settings of the radio hardware such as channel, transmit power or antenna selection which are shared among all
defined wireless networks (if the radio hardware is multi-SSID capable). Per network settings like encryption or operation mode are grouped in the Inferface
Configuration

Device Configuration

General Setup Advanced Settings

Status @ SSID: sltest-sb | Mode: Client
0% Wireless is disabled or not associated
Wireless network is enabled # Disable

Mode Channel Width
v || 2 (2417 MHz) |v| 20 MHz v

Operating frequency ||

Transmit Power 21 dBm (125 mWV) v
B dBm

Interface Configuration

General Setup Wireless Security Advanced Settings
Encryption WPA2-PSK v
Cipher | auto v

Key |eessssss

]

|#] Back to Qverview Save & Apply Save

Figure 21 Configuration of WiFi network settings

WiFi connection is automatically used for transmission if Comarch TNA Gateway Plus
is not connected to a LAN network; therefore, it is necessary to disconnect from a LAN
network in order to use WiFi.

In order to use a WiFi network, the network needs to meet the following
requirements:

e Standards: IEEE 802.11 b/g/n
e Frequency: 2.4 GHz
e Security: WEP, WPA/WPA2, WPA-PSK/WPA2-PSK
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lll. Logging out

To log out of Comarch TNA Gateway Plus web administration panel, it is necessary to
select the ‘Logout’ option in the menu (Figure 11).

COMARCH Comarch TNA Gateway Plus  status -~  System~  Network ~ Logo‘u“t

Technologies

Figure 22 Logging out of the web administration panel.

V. Logging in again

If the Comarch TNA Gateway Plus device is connected to a WiFi network, each
subsequent logon to Comarch TNA Gateway Plus web administration panel is
performed similarly to the first one (see I. Logging in to Comarch TNA Gateway Plus
web administration panel).

The address assigned to the Comarch TNA Gateway Plus device by default
(http://192.168.1.140/) is still binding.

If the Comarch TNA Gateway Plus device is connected to the Internet with the use of
an Ethernet cable, the address format used for logon changess.

Depending on the configuration of a device used to connect with the panel, a sample
address format may look as follows:
http://IP_ADDRESS:80/

where IP_ADDRESS is the default address of the Comarch TNA Gateway Plus device.
A new IP address of the device may be checked through a MAC address after logging
in to the administration panel of a router from which the IP address has been obtained.

In order to check the IP address in the case where there is no router available, it is
necessary to contact the Internet provider.
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Konfigurationsanweisungen fur Comarch
TNA Gateway Plus

Sehr geehrte Kunden,

wir bedanken uns fur lhre Entscheidung den Comarch TNA-Dienst und das Gerat
Comarch TNA Gateway Plus nutzen zu wollen. Wir hoffen, dass die von uns
angebotene Ldsung Ihren Anforderungen in idealer Weise entgegenkommt.

Um den ordnungsgemafen und sicheren Betrieb des Gerats sicherzustellen, muss
das Gerat gemal’ den vorliegenden Anweisungen konfiguriert werden.

Achtung!

FUr die ordnungsgemale Nutzung des Gerats ist eine Internetverbindung
erforderlich.

Vor der Konfiguration stellen Sie sicher, dass das Gerat am Installationsort mit dem
Internet Uber Ethernet oder WLAN verbunden werden kann.
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Anmeldung im Webverwaltungs-Panel des
Comarch TNA Gateway Plus-Gerats

Im Standard arbeitet das Comarch TNA Gateway Plus-Gerat als DHCP-Server. Das
bedeutet, dass es an die DHCP-Clients dynamische IP-Adressen im Rahmen des
lokalen Netzwerks zuteilt.

1. Um das Gerat konfigurieren zu kénnen, schlie3en sie bitte zuerst das Comarch
TNA Gateway Plus-Gerat Uber das mitgelieferte Ethernet-Kabel an den
Computer an.

Nach dem Anschlielien weist das Gerat die Netzwerkkonfiguration und die IP-
Adresse dem Computer zu. Hierbei ist sicherzustellen, dass der Computer ein
DHCP-Client ist - automatische Einstellung der IP-Adresse.

Die Einstellungen der Netzwerkverbindung in Windows-Systemen kdnnen in der
Systemsteuerung unter Systemsteuerung/Netzwerk und Internet/Netzwerk- und
Freigabecenter gepruft werden. AnschlielRend sind die Ethernet-Einstellungen zu
offnen, siehe Abb.1.

¥ Metwork and Sharing Center - O it

A :‘: » Control Panel > All Control Panel ltems > Network and Sharing Center v O Search Control Panel pel

View your basic network information and set up connections
Control Panel Home

View your active networks

Change adapter settings
Change advanced sharing cdn.com.pl Access type: Internet
settings Domain network Connections: [l Ethernet
Change your networking settings
See also dk. Set up a new connection er network
HomeGroup = st up a broadband, dial-up, or VPN connection; or set up a router or access point.
Infrared
Troubleshoot problems
Intel @ PROSet/Wireless

Diagnese and repair network problems, or get troubleshooting information,
Internet Options

Windows Defender Firewall

Abb23 Ansicht der Registerkarte Netzwerk- und Freigabecenter

Unter ,Details“ soll gepruft werden, ob der Parameter DHCP-aktiviert auf Ja
gesetzt ist. (Abb. 2)
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W Ethernet Status * Metwork Connection Details *
General Network Connection Details:
) Property WValue
Connection
[Pv4 Connectivity: Internet Connection-specific ON._. krak_uw.cumarch _
o Description Intel(R) Ethemet Connection (5) 1219-V
IPv6 Connechivity: Mo network access Physical Address BC.16-45-97.84.04
Media State: Enabled DHCP Enabled Yes
Duration: 00:05:51 IPvd Address 10.132.17.136
Speed: 100.0 Mbps IPwd Subnet Mask 255 255 255 192
Leaze Obtained Thureday, May 23, 2019 11:10:14 AM
i Lease Expires Thursday, May 23, 2019 3:10:06 PM
IPv4 Default Gateway 1013217129
IPvd DHCF Server 10.132.0.200
Activity IPv4 DNS Servers 10.132.0.200
- 10.132.0.150
Sent Lg Received IPvd WINS Server 10.132.0.153
‘\:.eqf‘ MetBIOS over Tepip En...  Yes
Bytes: 3,933,643 118,798,008 Linkdocal IPvE Address fed0: 2db5:4572 8574 f5d% 15
IPvE Default Gateway
IPv6 DNS Server
E;’Properﬁes E;Disable Diagnose
Close

Abb. 24 Fenster Status von Ethernet und Netzwerkverbindungsdetails

Ist der DHCP-Parameter nicht aktiviert, sollen die Eigenschaften fur Internetprotokoll
Version 4 (TCP/IPv4) im Fenster Eigenschaften von Ethernet getffnet und die Option
IP-Adresse automatisch beziehen in der Registerkarte Allgemein ausgewahlt werden.

W Ethemnet Properties ~ Protokdt internetowy w wersji 4 (TCP/IPv4) Properties X

Networking  Sharing General  Alternate Configuration

Connect using: ‘fou can get IP settings assigned automatically if your network supports

? Intel(R) Ethemet Connection {5) 1219V this capability, Otherwise, you need to ask your network administrator
. ’ for the appropriate IP settings.
— (®) Obtain an IP address automatically

This connection uses the following items:
(C) Use the following IP address:
£ Kient sieci Microsoft Networks A

I3 Udostepnianie plikéw i drukarek w sieciach fimy Micro: l:l
’IE Shrew Soft Lightweight Filter I:I

’IE Hamonogram pakietdw QoS
A Protokdl intemetowy w wersji 4 (TCP/1Pv4) l:l
[] . Protokél muttipleksera karty sieciows; firmy Microsoft
4. Sterownik protokotu LLDP fimy Microsoft v (®) Obtain DNS server address automatically
£ >

(0) Use the following DNS server addresses:

Install... Uninstall Properties l:l

Transmission Control Protocol/Intemet Protocol. Domyslny
protokal dla sieci rozleghych umozliwiajgcy komunikacie
polaczonych sieci réznych typéw. Validate settings upon exit

Advanced...

Ok C |
oK Cancel _ anee

Abb.25 Einstellungsansicht fiir automatische IP-Adresse

2. AnschlieBend melden Sie sich im Webverwaltungs-Panel des Comarch
TNA Gateway Plus-Gerats an.
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Die schnellstmogliche Anmeldung im Webverwaltungs-Panel des Comarch
TNA Gateway Plus-Gerats erfolgt Uber die Eingabe der folgenden Adresse im
Webbrowser Ihres Computers:

http://192.168.1.140/

wobei 192.168.1.140 flir die voreingestellte Adresse des Gerats Comarch TNA
Gateway Plus steht.

Zur Anmeldung geben Sie den standardmafigen Benutzernamen und das in der
Tabelle 1 aufgefuihrte Passwort im Anmeldefenster ein.

Tabellel. Standard-Anmeldeparameter

Benutzer Passwort
root Das Passwort ist dem Etikett an der
Unterseite des Gerats zu entnehmen.

COMARCH

Comarch TNA Gateway Plus

Technologies

Authorization Required

Please enter your username and password.
Username root

Password ||

@ Login | @ Reset

Abb.26. Anmeldefenster fiir Webverwaltungs-Panel des Comarch TNA Gateway Plus-Geréts

Nach einer erfolgreichen Anmeldung wird das Webverwaltungs-Panel des Comarch
TNA Gateway Plus-Gerats angezeigt.

Auf dem Bildschirm ,Status Overview® (Abb. 5) erscheinen alle Informationen tber das
System und den aktuellen Stand des Gerats, d.h..: Name, Modell, Firmware-
Versionsnummer, Laufzeit seit Start, Speicherstatus und Netzverbindungsstatus.

In einigen Browsern sind bei der Erstanmeldung im Verwaltungspanel das Passwort

und der Benutzername zweimal einzugeben: zuerst im Browser-Fenster und erneut im
Verwaltungspanel.
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Comarch TNA Gateway Plus

Status System MNetwork

Logout

Status

System
Hostname
Model

Firmware Version

Kemel Version
Local Time
Uptime

Load Average

Memary

Total Available
Free

Bufferad

Network

IPv4 WAN Status

IPv6 WAMN Status

CIH001-00000456

Comarch loT Hub CIH001

OpenWrt Designated Driver rd9377 / LuCl c46963613f7f1312dac62e507346777babfd8atb branch

(git-16.147 67672-c469636)
4123

Tue Jan 15 10:52:10 2019
6h 20m 455

3.96,3.89.3.53

10472 kB /80680 kB (17%)
3464 kB / 60680 kB (5%)

7008 kB /B0E30 kB (11%)

£~ Type: dhcp

br- Address: 192.168.1.100

lan Netmask: 255.255.255.0
Gateway: 192.168.1.1
DNS1:192.168.1.1
Expires: 1h 39m 50s
Connected: &h 20m 10s

5 Not connected

Abb.27. Webverwaltungs-Panel des Comarch TNA Gateway Plus-Geréts

. Auswahl der Internetverbindungsmethode

Das Comarch TNA Gateway Plus-Gerat verbindet sich mit dem Internet Uber das

Ethernet-Kabel oder

lokale WLAN-Netzwerk.
Verbindungsmethode verlauft die Konfiguration unterschiedlich.

Je nach der

Nachfolgend werden Konfigurationselemente und -schritte fur jede Option naher

beschrieben.

Verbindung uber Ethernet-Kabel

1. Nach dem Offnen der Registerkarte Network und anschlieBend Interfaces wird das

Zusammenfassungsfenster
Netzwerkschnittstellen angezeigt (siehe Abb. 6)

der

Comarch

Gateway Plus-

2. In der Spalte Status werden folgende Daten angezeigt: Stand der einzelnen
Netzwerkschnittstelle, MAC-Adresse des Netzwerkadapters, der die Schnittstelle
freigibt, zugeordnete IP-Adresse sowie Statistik des Datenverkehrs Uber die

Netzwerkschnittstelle.
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3. Fur jede der vorhandenen Schnittstellen sind folgende Aktionen verflgbar:
Connect — Aktivieren der bestimmten Netzwerkschnittstelle,
Stop — Beenden der Netzwerkschnittstelle,
Edit — Bearbeiten der Eigenschaften der Netzwerkschnittstelle,
Delete — Loschen der Netzwerkschnittstelle. Es kann auch eine neue Schnittstelle
hinzugefugt werden.

ff’rﬁRCH Comarch TNA Gateway Plus  Status~  System~  Nelwork = Logout
WAWAN WIWANAP WAN LAN WANGB
Interfaces

Interface Overview
Network Status Actions

WANG & Connect @ Stop £  Edit #] Delete
Collecting dafa..

)]

Connect @ Stop £ Edit =] Delete
Collecting dafa..

Connect @ Stop £ Edit #] Delete

=
2]

Collecting data.

VWWWAN

]

Connect @ Stop £ Edit =] Delete
Collecting dafa..

UL Connect @ Stop £ Edit ®] Delete

h)]

Collecting dafa..
?

] Add new interface...

Global network options

IPv6 ULA-Prefix | fdb7:2325:ee1c::/48

Save & Apply Save

Abb.28. Bildschirm der Netzwerkschnittstellen des Comarch TNA Gateway Plus-Geriéts

4. Im Standard arbeitet das Comarch TNA Gateway Plus-Gerat als DHCP-Server. Um
Konflikte im anderen Netzwerk zu verhindern, muss der Server ausgeschaltet
werden.  Zum  Ausschalten des  DHCP-Servers der  bestimmten
Netzwerkschnittstelle sind die Einstellungen der Schnittstelle in der Registerkarte
unter MenU oder Uber die Edit-Schaltflache in der Schnittstellenliste auszuwahlen.
Daraufhin wird der Bearbeitungsbildschirm der Schnittstelle angezeigt (Abb. 7).
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Comarch TNA Gateway Plus 5 \ ogou (UNSAVEDICHANGESTE) AUTO REFRESH ON

COMARCH
Techno 3

WWAN WWANAP WAN LAN WANE

Interfaces - LAN

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces” field and enter the names of

Common Configuration

General Setup Advanced Settings Physical Settings Firewall Settings

Status & Uptime: 6h 35m 475
be-lan MAC-Address: C4:93:00:0D:D1:95
RX:510.71MB (1217253 Pkis.)
TX:180.16 MB (1368980 Pkis.)
IPv4: 192.168.1.100/24
IPvé: fdb7:2325:ee1c:1/60

Protocol Static address ~
IPv4 address
IPvd netmask w
IPv4 gateway
IPv4 broadcast
Use custom DNS servers Wl

IPv assignment length disabled ~

@ Assign a part of given length of every public IPvE-prefix to this interface

IPvG address

Abb.29 Manuelle Einstellungen der LAN-Schnittstelle

AnschlieBend im Bereich Common Configuration, in der Registerkarte General
Setup soll Protocol von Statistic address in DHCP client geandert und die Anderung
mit der Schaltflache Switch protocol bestatigt werden.
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Comarch TNA Gateway Plus  status-  sSystem - Network=  Logout

VWWAN WWANAP WAN LAN WANG

Interfaces - LAN

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces™ field and enter the names of

Common Configuration
General Setup Advanced Settings Physical Seftings Firewall Settings
Status a8 Uptime: 6h 33m 565
be-lan MAC-Address: C4:93:00:00:D1:95
RX: 508.38 MB (1211314 Pkis.)
TA 17925 MB (1362374 Prts.)

IPvd: 192.168.1.100/24
IPvE: fdb7:2325:ee1c:1/60

Frotocol DHCP client ~

Hostname to send when
reguesting DHCP

] Back to Overview Save & Apply

Abb. 30 Bildschirm der LAN-Schnittstellekonfiguration

6. Um die vorgenommenen Anderungen zu bestatigen, wahlen Sie die Schaltflache
Save & Apply und warten Sie bis die Bestatigungsmeldung angezeigt wird. Uber
die Schaltflache Reset werden die Eingabefelder mit den aktuell im Geratespeicher
aufbewahrten Daten erganzt.

Vor der Deaktivierung des Arbeitsmodus des Comarch TNA Gateway
Plus-Gerats als DHCP-Servers ist sicherzustellen, dass die Konfiguration der
Netzwerkschnittstelle in der Registerkarte ‘Network/General’ korrekt ist.

Nach der Deaktivierung des Arbeitsmodus des Comarch TNA Gateway
Plus-Gerats als DHCP-Servers wird dem Gerat eine neue |P-Adresse zugeordnet. Die
erneute Anmeldung im Webverwaltungs-Panel des Comarch TNA Gateway Plus-
Gerats unterscheidet sich von der Erstanmeldung (siehe IV. Erneute Anmeldung).
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VERBINDUNG UBER WLAN

1. Nach der Anmeldung im Verwaltungspanel gehen Sie zum Menu ‘Network—Wifi’,
und anschliefend wahlen Sie die Schaltflache ‘Scan’.
Darauf wird eine Liste mit den fur Comarch TNA Gateway Plus verfugbaren WLAN-
Netzwerken angezeigt. Fur das ausgewahlte Netzwerk wahlen Sie die Schaltflache
‘Join Network’. Auf der nachsten Seite geben Sie ein: Netzwerk-Passwort (Feld
‘WPA passphrase’ ) - falls zutreffend; Netzwerkname (Feld ‘Name of the new
network’) - Eingabewert: ‘wwan’ ; Zuweisung zur Firewall (Bereich ‘Create / Assign
fiewall-zone’) - Auswahlwert ‘wwan’ (Abb. 9).

COMARC}-! CIHO001-0001 Status ~ System~  MNetwork ~  Logout

Technt
Join Network: Settings
Replace wireless configuration @ An additional network will be created if you leave this unchecked

WPA passphrase | ssssssss £
@ Specify the secret encryption key here.

MName of the new network wwan

@ The allowed characters are: 2-Z. a-z. 0-9 and _

Create / Assign firewall-zone 5
lan: lan: g*

wan: | wan: [T
® |wwan:  wwan: &
Wwanaps vwanap:

unspecified -or- create.

@ Choose the firewall zone you want to assign to this interface. Select unspecified to remave the interface from the associated
zone or fill out the create field to define a new zone and attach the interface to it

Back to scan results

Abb.31 Eingabe des WLAN-Passworts

2. AnschlieBend wahlen Sie die Schaltflache ‘Submit’. Nun wird versucht, eine
Verbindung zum WLAN-Netzwerk herzustellen und die Seite mit dem
Verbindungsstatus aufzurufen. Nach der Herstellung der Verbindung des Gerats
zu dem Netzwerk wird eine Information Uber die aktuelle Nutzung der Verknipfung
und eine Zusammenfassung im Bereich ‘Device Configuration’, Registerkarte
‘General Setup’, Feld ‘Status’ angezeigt (siehe Abb.10). Bei Problemen mit der
WLAN-Verbindung kann die Konfiguration geandert werden. Die Passwort-
Optionen sind im Bereich Interface Configuration’, Registerkarte ‘Wireless security’
verfugbar. Im Feld Key’ kann das Passwort geandert werden. Vorgenommene
Anderungen werden mit der Schaltflache ‘Save & Apply’ gespeichert.
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COMARCH CIH001-0001 Status System Netwark Logout

Technologies
radiol: Client "sltest-sb’

Wireless Network: Client "sl-test-sb™ (radio0.network1)

The Device Configurafion section covers physical settings of the radio hardware such as channel, transmit power or antenna selection which are shared among all
defined wireless networks (if the radio hardware is multi-SSID capable). Per network settings like encryption or operation mode are grouped in the Inferface
Configuration

Device Configuration

General Setup Advanced Settings

Status @ SSID: sltest-sb | Mode: Client
0% Wireless is disabled or not associated
Wireless network is enabled # Disable

Mode Channel Width
v || 2 (2417 MHz) |v| 20 MHz v

Operating frequency ||

Transmit Power 21 dBm (125 mWV) v
B dBm

Interface Configuration

General Setup Wireless Security Advanced Settings
Encryption WPA2-PSK v
Cipher | auto v

Key |eessssss

]

|#] Back to Qverview Save & Apply

Abb.32 Konfiguration der WLAN-Einstellungen

Die WLAN-Funktion wird automatisch fiir die Ubertragung eingeschaltet, nur wenn
Comarch TNA Gateway Plus keine LAN-Verbindung nutzt. Um WLAN verwenden zu
kénnen, soll also die LAN-Verbindung deaktiviert werden.

Um eine WLAN-Verbindung herstellen zu kdnnen, soll das Netzwerk folgende
Anforderungen erfullen:
e Standard IEEE 802.11 b/g/n
e Frequenz: 2.4 GHz
e Security: WPA/WPA2, WPA-PSK/WPA2-PSK
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1. Abmelden

Um sich vom Webverwaltungs-Panel des Comarch TNA Gateway Plus-Gerats
abmelden zu kénnen, wahlen Sie im Menu die Option ‘Logout’ (Abb. 11).

COMARCH

Technologies

Comarch TNA Gateway Plus Status + System~ Network v  Logout

Abb.33 Abmelden vom Webverwaltungspanel

V. Erneute Anmeldung

Wenn das Comarch TNA Gateway Plus-Gerat Uber WLAN mit dem Netzwerk
verbunden ist, erfolgt jede weitere Anmeldung im Webverwaltungs-Panel genauso wie
die Erstanmeldung (siehe I. Anmeldung im Webverwaltungs-Panel des Comarch TNA
Gateway Plus-Gerats).

Die dem Comarch TNA Gateway Plus-Gerat automatisch zugewiesene Adresse
(http://192.168.1.140/) ist weiterhin guiltig.

Wird das Gerat mit dem Internet Uber Ethernet-Kabel verbunden, andert sich das
Format der Anmeldeadresse.

Je nach den Konfigurationseinstellungen des Gerats, das zur Verbindung mit dem
Verwaltungspanel verwendet wird, kann das Adressformat wie folgt sein:
http://IP_ADDRESS:80/

wobei IP_ADDRESS fir die standardmaRige IP-Adresse des Comarch TNA Gateway
Plus-Gerats steht.

Die neue IP-Adresse des Gerats kann Uber die MAC-Adresse Uberprift werden.
Hierfir melden Sie sich im Verwaltungspanel des Routers an, vom dem die IP-Adresse
bezogen wurde. Wenn kein Router vorhanden ist, wenden Sie sich an den Intranet-
Anbieter.

Bei manche internen Netzwerkverwaltung muss diese neue IP-Adresse eingetragen
werden.
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Configuration de |'appareil Comarch TNA
Gateway Plus Mode d’emploi

Cher Client,

merci d’avoir choisi le service Comarch TNA et I'appareil Comarch TNA Gateway Plus.
Nous espérons que l'utilisation de la solution proposée répondra a vos attentes.

Pour assurer le bon fonctionnement de l'appareil et la sécurité, il est nécessaire de
configurer l'appareil a 'aide du mode d'emploi présent.

Attention !

Pour que l'appareil fonctionne correctement, il est nécessaire de se connecter a
Internet.

Avant de procéder a la configuration, assurez-vous que I'appareil peut étre connecté
a Internet via un cable Ethernet ou un réseau Wifi.
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Connexion au panneau d'administrateur web de
I'appareil Comarch TVA Gateway Plus

Comarch TNA Gateway Plus fonctionne par défaut en tant que serveur DHCP. Cela
veut dire qu'il associe aux clients DHCP des adresses IP dynamiques dans le cadre
du réseau local.

1. Afin de configurer l'appareil, premiérement, il faut connecter [|'appareil
Comarch TNA Gateway Plus a I'ordinateur a I'aide du cable réseau Ethernet
inclus dans I'emballage.

Une fois la connexion établie, I'appareil attribue une configuration de réseau et
une adresse IP a l'ordinateur. A ce stade, assurez-vous gue l'ordinateur est un
client de serveur DHCP — la définition automatique de I'adresse IP.

Pour vérifier les paramétres de connexion réseau dans le systéeme Windows,
accédez au Panneau de configuration\Réseau et Internet\Centre Réseau et
partage. Ensuite, ouvrez les parametres du réseau Ethernet en cliquant sur la
section "Ethernet" (voir Figure 1).

¥ Metwork and Sharing Center - O it
A :‘: » Control Panel > All Control Panel ltems > Network and Sharing Center v O Search Control Panel pel

View your basic network information and set up connections
Control Panel Home

View your active networks

Change adapter settings

Change advanced sharing cdn.com.pl Access type: Internet

settings Domain network Connections: [l Ethernet
Change your networking settings

See also dk. Set up a new connection er network

HomeGroup = st up a broadband, dial-up, or VPN connection; or set up a router or access point.

Infrared

Intel ® PROSet/Wireless ] Troubleshoot problems

Diagnese and repair network problems, or get troubleshooting information,
Internet Options

Windows Defender Firewall

Figure 34 Ecran d'onglet Centre Réseau et partage

Dans l'onglet "Détails", vérifiez si le paramétre DHCP activé est défini sur "Oui"
(Figure 2).
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W Ethernet Status * Metwork Connection Details *
General Network Connection Details:
) Property WValue
Connection
[Pv4 Connectivity: Internet Connection-specific ON._. krak_uw.cumarch _
o Description Intel(R) Ethemet Connection (5) 1219-V
IPv6 Connechivity: Mo network access Physical Address BC.16-45-97.84.04
Media State: Enabled DHCP Enabled Yes
Duration: 00:05:51 IPvd Address 10.132.17.136
Speed: 100.0 Mbps IPwd Subnet Mask 255 255 255 192
Leaze Obtained Thureday, May 23, 2019 11:10:14 AM
i Lease Expires Thursday, May 23, 2019 3:10:06 PM
IPv4 Default Gateway 1013217129
IPvd DHCF Server 10.132.0.200
Activity IPv4 DNS Servers 10.132.0.200
- 10.132.0.150
Sent Lg Received IPvd WINS Server 10.132.0.153
‘\:.eqf‘ MetBIOS over Tepip En...  Yes
Bytes: 3,933,643 118,798,008 Linkdocal IPvE Address fed0: 2db5:4572 8574 f5d% 15
IPvE Default Gateway
IPv6 DNS Server
E;’Properﬁes E;Disable Diagnose
Close

Figure 35 Ecran Statut de Ethernet et Détails de connexion réseau

Si le paramétre DHCP n'est pas activé, dans la section propriété de connexion, il faut
ouvrir la propriété de I'élément ' Protocole Internet version 4 (TCP/IPv4)' et dans les
parameétres généraux sélectionner I'option 'Obtenir automatiquement une adresse IP'
(Figure 3).

W Ethemet Properties X Protokdt internetowy w wersji 4 (TCP/IPv4) Properties hed

Networking  Sharing General  Alternate Configuration

Connect using: ‘You can get IP settings assigned automatically if your netwark supports

@ ntel(R) Ethemat Connection (5) 1219-V this capability. Otherwise, you need to ask your network administrator
: § for the appropriate IP settings.
— (®) Obtain an IP address automatically

This connection uses the following tems:
(O Use the following IP address:
I?Kllerﬂ sieci Microsoft Networks -

’IE Udostepnianie plikdw i drukarek w sieciach fimy Micro: l:l
’IE Shrew Soft Lightweight Fiter l:l

’IE Harmonogram pakietéw GoS
A Protokot intemetowy w wersji 4 (TCP/IPv4) l:l
O 4. Protokal multipleksera karty sieciowe; firmy Microsoft
. Sterownik protokotu LLDP firmy Microsoft Y] (®) Obtain DNS server address automatically

< > (O Use the following DNS server addresses:

Install Uninstall Propetties l:l

Transmission Control Protocol/Intemet Protocol. Domiyslny
protokal dla sieci rozleghych umozliwigjgey komunikacje
polaczonych sieci réinych typdw Validate settings upon exit

Advanced...

Conc
oK Cancel ance

Figure 36 Paramétres d'une adresse IP auttomatique

2. Ensuite, vous devez vous connecter au panneau d'administrateur web de
I'appareil Comarch TVA Gateway Plus.
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Le moyen le plus rapide de vous connecter au panneau d’administration web de
Comarch TNA Gateway Plus est d’ouvrir un navigateur Web sur l'ordinateur et
de saisir dans la barre d’adresse :

http://192.168.1.140/

ou 192.168.1.140 est I'adresse attribuée a l'origine a I'appareil Comarch TNA Gateway
Plus.

Afin de vous connecter au panneau d'administrateur web de I'appareil Comarch TNA
Gateway Plus, vous devez utiliser le nom d'utilisateur par défaut et le mot de passe
présenté dans le tableau 1, en les saisissant dans I'écran de connexion.

Tableau 1. Les paramétres de connexion a l'appareil par défaut.

Utilisateur Mot de passe

Le mot de passe se trouve sur l'étiquette
root au bas de l'appareil dans le champ
'Password'

COMARCH

Tachr Comarch TNA Gateway Plus

Authorization Required

Flease enter your username and password.
Username | root

Password ||

@ Login || @ Reset

Figure 37. Ecran de connexion au panneau d'administrateur web de I'appareil Comarch TNA Gateway Plus

Une fois la connexion effectuée avec succes, le panneau d'administrateur de I'appareil
Comarch TNA Gateway Plus s’affiche.

L'écran 'Statut Overviev' (Figure 5) affiche toutes les informations concernant le
systéme et I'état actuel de I'appareil, telles que : nom, modele, numéro de version du
logiciel, temps de travail a partir du moment de I'allumer, état de mémoire vive et état
de connexion réseau.

Dans certains navigateurs, lors de la premiére connexion au panneau d'administrateur
web de l'appareil Comarch TNA Gateway Plus, le mot de passe et l'identifiant doivent
étre saisis deux fois. La premiére fois dans la fenétre de navigateur et ensuite dans le
panneau d'administrateur.
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Comarch TNA Gateway Plus  Status n+ MNetwork~ Logout (UNSAVEDEHANGESTS) AUTO REFRESH ON
Status
System
Hostname CIH001-00000456
Model Comarch loT Hub CIH001
Firmware Version OpenWrt Designated Driver rd9377 / LuCl c46963613f7f1312dac62e507346777babfd8atb branch
(git-16.147 57672-c469636)
Kemel Version 4123
Local Time Tue Jan 15 10:52:10 2019
Uptime 6h 20m 45s
Load Average 3.96, 3.89, 3.53
Memary
Total Available 10472 kB /60680 kB (17%)
Free 3464 kB /60680 kB (5%)
Bufferad 7008 kB /80680 kB (11%)
Network
IPvd WAN Status £~ Type: dhcp

br- Address: 192.168.1.100

lan Netmask: 255.255.255.0
Gateway: 192.168.1.1
DNS1:192.168.1.1
Expires: 1h 39m 50s
Connected: &h 20m 10s

IPv6 WAMN Status 0
5 Not connected

Figure 38. Ecran de panneau d'administrateur web de I'appareil Comarch Gateway Plus

[I. Sélectionner la méthode de connexion a Internet

L'appareil Comarch TVA Gateway Plus peut étre connecté a Internet a I'aide du céable
réseau Ethernet ainsi que via la connexion avec le réseau local wifi. En fonction de
méthode de connexion sélectionne, la configuration est différente.

Ci-dessous les éléments et les étapes de configuration dans les deux cas ont été
présenteés.

CONNEXION A L'AIDE DU CABLE RESEAU
ETHERNET

1. Une fois les onglets ‘Network’ et ensuite 'Interfaces' ouverts, le systeme affiche
I'écran de récapitulatif des interfaces réseau de I'appareil Comarch TNA Gateway
Plus, (voir Figure 6).

2. Lacolonne 'Status' présente I'état d'une interface donné, I'adresse MAC de la carte

réseau partageant cette interface, I'adresse IP attribué ainsi que les statistiques du
mouvement qui passe par l'interface réseau.
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3. Chaque interface disponible est munie des actions suivantes :
Connect - activation d'une interface réseau donnée,
Stop - arrét d'une interface réseau donnée,
Edit - modification de propriétés d'interface
Delete - suppression d'une interface Vous pouvez aussi ajouter une interface.

COMARCH

Tedl Comarch TNA Gateway Plus Status System Network Logout
WAWAN WWWANAP VWAN LAN WANG
Interfaces

Interface Overview
Network Status Actions

AN & Connect @ Stop 4 Edit #] Delete

Collecting dafa..

& Connect @ Stop £ Edit ®] Delete
e Collecting dafa..
?
Ll & Connect @ Stop £ Edit =] Delete
Le Collecting dafa..
2
Ll & Connect @ Stop £ Edit ®] Delete
Le Collecting data.
s
L 2 Connect @ Stop £ Edit =] Delete

Collecting dafa..
2

7] Add new interface...

Global network options

IPvB ULA-Prefix  fdb7:2325-ee1c:/48

Save & Apply Save

Figure39. Ecran d'interfaces réseau de I'appareil Comarch TNA Gateway Plus

4. Par défaut, I'appareil Comarch TNA Gateway Plus fonctionne en tant que serveur
DHCP. Pour éviter des conflits avec un autre réseau, il faut éteindre le serveur. Afin
d'éteindre le serveur DHCP pour une interface réseau donnée, il faut accéder aux
parameétres d'interface via l'onglet sous le menu ou le bouton Edit a la liste des
interfaces. L'écran de modification d'interface s'affiche (Figure 7).
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COMARCH

by Comarch TNA Gateway Plus \ L (UNSAVEDICHANGESTE) AUTO REFRESH ON

WWAN WWANAP WAN LAN WANE

Interfaces - LAN

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces” field and enter the names of

Common Configuration

General Setup Advanced Settings Physical Settings Firewall Settings

Status & Uptime: 6h 35m 475
be-lan MAC-Address: C4:93:00:0D:D1:95
RX:510.71MB (1217253 Pkis.)
TX:180.16 MB (1368980 Pkis.)
IPv4: 192.168.1.100/24
IPvé: fdb7:2325:ee1c:1/60

Protocol Static address ~
IPv4 address
IPvd netmask w
IPv4 gateway
IPv4 broadcast
Use custom DNS servers Wl

IPv assignment length disabled ~

@ Assign a part of given length of every public IPvE-prefix to this interface

IPvG address

Figure 40 Paramétrage manuel de l'interface réseau LAN

Ensuite, dans la section 'Common Configuration’, I'onglet 'General Setup’, il faut
changer 'Protocole’ de 'static address' en 'DHCP client’ et valider la modification
apportée en sélectionnant le bouton 'Switvh protocol'.
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VWWAN WWANAP WAN LAN WANG

Interfaces - LAN

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces™ field and enter the names of

Common Configuration
General Setup Advanced Settings Physical Seftings Firewall Settings
Status s Uptime: 6h 33m 565
be-lan MAC-Address: C4:93:00:00:D1:95
RX: 508.38 MB (1211314 Pkis.)
TA 17925 MB (1362374 Prts.)

IPvd: 192.168.1.100/24
IPvE: fdb7:2325:ee1c:1/60

Frotocol DHCP client ~

Hostname to send when
reguesting DHCP

] Back to Overview Save & Apply

Figure 41 Ecran de configuration du réseau LAN

6. Afin d'enregistrer les modifications apportées, il faut sélectionner le bouton ‘Save
& Apply’ et attendre le moment ou le message d'acceptation s'affiche. Si vous
sélectionnez le bouton 'Reset’, les champs seront automatiquement remplis par les
valeurs enregistrées dans la mémoire de I'appareil.

Avant désactiver le mode de fonctionnement Comarch TNA Gateway
Plus en tant que serveur DHCP, assurez-vous que la configuration de l'interface
réseau dans l'onglet « Network/ Général" est correcte !

La désactivation du mode de fonctionnement Comarch TNA Gateway
Plus en tant que serveur DHCP provoque l'association d'une nouvelle adresse IP a
lappareil Comarch TNA Gateway Plus. Pour vous reconnecter au panneau
d'administrateur web de l'appareil Comarch TNA Gateway Plus sera différente par
rapport a la premiere connexion (voir IV. Se connecter a nouveau)
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CONNEXION VIA LE RESEAU WIFI

1. Aprés s'étre connecté au panneau d'administrateur, il faut accéder au menu
‘Network —~Wifi’ et ensuite sélectionner le bouton 'Scan'.
Une nouvelle fenétre comprenant une liste de réseaux Wifi disponibles s'affiche.
Ces réseaux sont visibles pour Comarch TNA Gateway Plus. Aprés avoir
sélectionné un réseau, il faut appuyez sur le bouton 'Join Network'. Dans l'onglet
suivant, il faut saisir : le mot de passe du réseau (champ ‘WPA passphrase’) - si
cela le concerne ; nom de réseau (champ '‘Name of the new network™) - il faut entrer
la valeur ‘wwan’, et associer au zone le Pare-feu Windows (section ‘Create / Assign
fiewall-zone’) - sélectionner la valeur ‘wwan’ (Figure 9).

COMARCH CIH001-0001 Status ~  System~=  Metwork =  Logout

Tech

Join Network: Settings
Replace wireless configuration 1@ An additional network will be created if you leave this unchecked

WPA passphrase | ssssssss <]

@ Specify the secret encryption key here

Name of the new netwark arwan

(@ The allowed characters are: -7, a-z, 0-% and _

Create / Assign firewall-zone

lan: lan: 2!

wWan=s wan: o
®  [wwan: | wwan: @
Wanap:s wwanap: #

unspecified -or- create

@ Choose the firewall zone you want to assign to this interface. Select unspecified to remaove the interface from the associated
zone or fill out the create field to define a new zone and attach the interface to it

Back to scan results

Figure 42 Saisie du mot de passe Wifi

2. Ensuite, il faut cliquer sur le bouton 'Submit'. L’appareil essaiera de se connecter
au réseau Wifi et d'aller a la page ou I'utilisateur peut vérifier le statut de connexion.
Aprés avoir connecté l'appareil au réseau, 'utilisation actuelle et le récapitulatif de
la connexion sont disponibles dans la section "Device Configuratio”, dans l'onglet
"‘General Setup’, ", dans le champ "Statut" (voir Figure 10). Si vous avez des
problemes de connexion au réseau Wifi, vous pouvez modifier la configuration. Les
options concernant le mot de passe se trouve dans la section 'Interface
Configuration’, dans l'onglet ‘Wireless security’. Le champ 'Key' permet de modifier
le mot de passe. Afin d'enregistrer les modifications apportées, il faut sélectionner
le bouton 'Save & Apply’.
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COMARCH CIH001-0001 Status System Netwark Logout

Technologies
radiol: Client "sltest-sb’

Wireless Network: Client "sl-test-sb™ (radio0.network1)

The Device Configurafion section covers physical settings of the radio hardware such as channel, transmit power or antenna selection which are shared among all
defined wireless networks (if the radio hardware is multi-SSID capable). Per network settings like encryption or operation mode are grouped in the Inferface
Configuration

Device Configuration

General Setup Advanced Settings

Status @ SSID: sltest-sb | Mode: Client
0% Wireless is disabled or not associated
Wireless network is enabled # Disable

Mode Channel Width
v || 2 (2417 MHz) |v| 20 MHz v

Operating frequency ||

Transmit Power 21 dBm (125 mWV) v
B dBm

Interface Configuration

General Setup Wireless Security Advanced Settings
Encryption WPA2-PSK v
Cipher | auto v

Key |eessssss

]

|#] Back to Qverview Save & Apply Save

Figure 43 Configuration de parametres du réseau Wifi

Si l'appareil Comarch TNA Gateway Plus n'est pas connecté au réseau LAN, la
connexion Wifi est automatiquement utilisée pour la transmission, c'est pour cela, si
vous voulez utiliser le réseau Wifi, il faut se déconnecter du réseau LAN.

Pour que vous puissiez vous connecter au réseau Wifi, il faut que les
conditions suivantes soient accomplies :
e Standards : IEEE 802.11 b/g/n
e Fréquence 2.4 GHz
e Security: WEP, WPA/WPA2, WPA-PSK/WPA2-PSK
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IIl. Fermeture de session

Afin de se déconnecter du panneau d'administrateur web de I'appareil Comarch TNA
Gateway Plus, il faut sélectionner I'option 'Log out' via le menu (Figure 11).

COMARCH Comarch TNA Gateway Plus  status~ System~ Network ~  Logout

Technologies

Figure 44 Se déconnecter du panneau d'administrateur web

V. Se connecter a nouveau

Si l'appareil Comarch TNA Gateway Plus est connecté au réseau Wifi, chaque
connexion au panneau d'administrateur web de lI'appareil Comarch TNA Gateway Plus
se fait de la méme maniére que la premiére connexion. (voir I. Connexion au panneau
d'administrateur web de I'appareil Comarch TNA Gateway Plus).

L'adresse attribuée a I'appareil Comarch TNA Gateway Plus (http://192.168.1.140/)
est toujours valide.

Si l'appareil Comarch TNA Gateway Plus est connecté a l'aide du cable réseau
Ethernet, le format de I'adresse de connexion change.

En fonction de la configuration de I'appareil utilisé pour la connexion au panneau, le
format d'adresse peut étre le suivant :
http://IP_ADDRESS:80/

ou IP_ADDRESS est I'adresse par défaut de I'appareil Comarch TNA Gateway Plus.
Vous pouvez vérifier la nouvelle adresse IP de I'appareil a I'aide de I'adresse MAC en
vous connectant au panneau d'administrateur du routeur a partir duquel il a recu

I'adresse. Si vous n’avez pas de routeur, veuillez vérifier votre adresse IP auprés de
votre fournisseur d’intranet.
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